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 a b s t r a c t

Microservice-based applications offer scalability and flexibility but introduce security challenges, 
including security smells, i.e., possible symptoms of poor security decisions. The occurrence of 
these smells can be resolved via known refactorings, which, however, impact not only security but 
also other quality attributes, such as maintainability and performance. Deciding which refactor-
ing to implement first is complex due to service interdependencies and varying business priorities. 
In this paper, to support practitioners in deciding under these complex and dynamic conditions, 
we introduce a decision support method designed to account for these multifaceted constraints. 
The proposed approach offers a holistic perspective that considers the urgency of each security 
smell instance alongside the effort needed to concretely implement the refactoring and cross-team 
dependencies, ultimately enabling context-aware decisions. We also present a prototype tool im-
plementing the proposed method and assess the perceived usefulness of our method through a 
preliminary empirical study following a one-group pretest-posttest design. After being introduced 
to the method, participants perceived the decision process as easier and reported greater confi-
dence in their selected refactorings.

1.  Introduction

Microservices-based applications (MSAs) enable the development of cloud-native applications [1], offering key advantages such 
as fault resilience and scalability [2]. At their core, MSAs are service-oriented applications that adhere to an extended set of design 
principles [3], including shaping services around business concepts, embracing decentralization, and ensuring the independent de-
ployability and horizontal scalability of individual services. These additional principles make MSAs not only service-oriented but also 
highly distributed and dynamic in nature [4].

Along with their benefits, MSAs entail new challenges, and securing MSAs is certainly among them [5,6]. The possible security 
issues for MSAs include so-called microservice security smells [7]. These indeed denote the possible symptoms of bad decisions while 
designing or developing an MSA, which may lead to violations of authenticity, integrity, or confidentiality [7]. Security smells can be 
resolved by refactoring an MSA [8], but deciding whether to tolerate a given security smell or resolve it through refactoring requires 
careful trade-off considerations, as both the smell and its refactoring can impact other quality attributes (QA) beyond security, such 
as maintainability and performance [9].
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Furthermore, multiple instances of security smells may affect an MSA, as the same smell can manifest across different services. 
This means that different decisions may be made in resolving individual instances of the same smell. For example, resolving the 
centralized authorization security smell requires applying the use decentralized authorization refactoring, which negatively impacts a 
service’s testability and resource utilization [9]. Consequently, an instance of this security smell might be resolved if such QAs are not 
important for the affected service. In contrast, we may end up deciding to keep the centralized authorization smell instance affecting 
a service of the same or another MSA, because resource utilization is crucial for that specific service.

Additionally, certain smell instances may be more “ urgent” than others, particularly if they affect services supporting core func-
tionalities and/or if they impact critical quality attributes. Therefore, architects must not only find trade-offs for resolving individual 
smell instances but also decide which refactoring to apply first [10]. This decision becomes even more complex with the increasing 
number of services composing an MSA, their diverse quality requirements, and the varying impacts of security smells and refactorings 
on these attributes. Consequently, determining which security smell instances should be resolved first is inherently challenging and 
costly [11]. Once refactorings are identified, teams must decide which ones to implement, considering factors such as the urgency of 
each smell instance, its impact on quality attributes, and the effort required for its implementation [12].

However, determining which refactoring to apply first involves practical considerations beyond urgency, quality, and effort. Given 
the distributed nature of MSAs, where service responsibility is distributed across different teams, refactoring a particular service can 
impact the decisions and development timelines of other teams managing interconnected services. In such cases, certain refactorings 
cannot be handled within a single sprint by one team alone but instead require setting up cross-team projects that demand additional 
time, budget, and coordination, significantly increasing the cost and complexity of deciding which refactorings to apply first.

To address these challenges and to better support practitioners under these complex and dynamic conditions, we propose a 
decision support method specifically designed to address these multifaceted constraints. Our approach offers a holistic perspective 
that considers the urgency of each security smell instance along with the effort needed to concretely implement the refactoring as 
well as cross-team dependencies, ultimately enabling context-aware and sprint-aligned refactoring decisions. To this end, we provide 
the following main contributions:

• We introduce a Kanban-inspired visualization that organizes the refactorings needed to implement based on their associated 
urgency code and implementation effort. We also introduce a visualization inspired by ATAM utility trees [13], which provides 
insights on the relevance of each assigned service to the business, the importance of its key quality attributes, and the refactorings 
that a team needs to implement.

• We present a prototype tool that automates the decision support method, by providing a graphical environment where practitioners 
can navigate the architectural view, the Kanban-inspired view, and the ATAM-inspired view.

• We evaluate the perceived usefulness of the proposed decision support method through a preliminary empirical study following 
a one-group pretest-posttest design. The evaluation aims to address the following research questions: 𝑅𝑄1: Does the proposed 
method facilitate the decision process when selecting which refactoring to implement? 𝑅𝑄2: Does the proposed method increase subjects’ 
confidence in their selected refactorings? After being introduced to the method, participants perceived the decision process as easier 
and reported greater confidence in their selected refactorings.

The rest of this article is organized as follows. Section 2 discusses related work. Section 3 provides the necessary background and 
introduces a motivating scenario. Section 4 describes the proposed decision support method. Section 5 presents the prototype tool. 
Section 6 discusses the evaluation assessment and its results. Finally, Sections 7 and 8 discuss threats to validity and draw some 
concluding remarks, respectively.

This paper extends our previous work [12] by instantiating the vision we outlined therein into a decision support method. More 
precisely, Section 4 presents our proposed decision support method in more detail. Additionally, the prototype tool presented in 
Section 5 and the method evaluation presented in Section 6 are brand new and first presented in this paper.

2.  Related work

Refactoring MSAs to resolve their issues is crucial, as highlighted by Lenarduzzi et al. [14] and Besker et al. [10], who examine 
how software practitioners prioritize technical debt in modern development environments where continuous delivery pressures make 
balancing feature development and refactoring efforts critical. There is work to detect microservice security smell instances and 
reason about their resolution, e.g. Dell’Immagine et al. [15] address detection of security smells in Kubernetes-deployed applications, 
and Wizenty et al. [11] propose a model-driven approach to detect security smells in LEMMA models and recommend refactorings 
to resolve them. However, the challenge of prioritizing refactorings for detected security smell instances remains a relevant issue, 
as also noted by Cerny et al.  [16]. While several approaches address refactoring prioritization, our proposal distinguishes itself by 
providing team-centric support for resolving security smell instances within team-owned microservices.

Existing approaches diverge from our method, primarily focusing on prioritizing refactorings for code smells, such as the ones 
described by Verma et al. [17] as opposed to the MSA security smells as identified by Ponce et al. [7]. For instance, Haendler et al. 
[18] rank code smells through execution trace analysis from runtime tests, while Gupta et al. [19] and Malhotra et al. [20] utilize 
static analysis tools to assess code smell severity in object-oriented applications. These methods, focusing on distinct smell types 
within object-oriented systems, lack the team-centric perspective inherent in our approach.

Other approaches prioritize code smell refactorings via source code analysis. Alshammari et al. [21] and Arcelli Fontana et al. 
[22] propose an intensity index to estimate code smell severity. Aung et al. [23], Lim et al. [24], and Pecorelli et al. [25] employ 
machine learning models for ranking. Closer to our work, Sae-Lim et al. [26,27] compute context-relevant indices from issue-tracking 
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Fig. 1. Example of a softgoal interdependency graph.

systems, and Vidal et al.  [28] combine component modification history, modifiability, and smell relevance to guide prioritization. 
These methods center on component-based application code smells, and do not provide the team-centric perspective that our decision 
support method offers.

Several studies incorporate a team perspective, though with different objectives than our own. For example, Aldaeej et al. [29] 
explored how software startups make and should make technical debt decisions across different stages, and produced a rule-based 
decision model capturing effective practices for managing technical debt over time, which offers guidance for startup teams to make 
better-informed technical debt decisions. Zhong et al. [30] explore the impacts, causes, and solutions of MSA architectural smells, 
which may harm system maintainability by creating poor microservice boundaries. They conducted an industrial case study on a 
telecommunication system, analyzing six common architectural smell types using quantitative and qualitative methods, and found 
that architectural smells do affect negatively modularity, modifiability, analyzability, and testability, leading to increased cross-team 
communication and fault-prone services.

Also closer to our work but with a different focus, Bacchiega et al. [31] report an industrial case study analyzing a microservice-
based project to detect architectural smells, a key indicator of architectural debt. The study shows how identifying architectural smells 
can help evaluate architectural debt and guide refactoring decisions. Lastly, Agostini et al. [32] address the need for decentralized 
development and maintenance in MSA, where microservices are distributed among DevOps teams to minimize costly cross-team 
interactions. They identify three types of organizational smells that signal poor decentralization in team assignments, and propose 
corresponding refactorings to resolve them. While these works acknowledge the importance of team context, they focus on general 
technical debt, architectural smells, or organizational structure. Our proposal is distinct in its objective, since we aim to provide 
team-centric support for prioritizing the resolution of security smell instances.

Our prior work provides the foundation for the contribution of the present article. Ponce et al. [8] proposed a trade-off analysis 
approach that models the impact of MSA security smells on service quality attributes using Softgoal Interdependency Graphs. However, 
the approach considered security smells at the general level and did not account for the contextual characteristics of individual 
smell instances. Ponce et al. [33] addressed this limitation by introducing instance-level granularity and combining service business 
relevance with quality-attribute importance into an urgency code. However, the approach focuses on urgency and does not consider 
the feasibility of implementing the corresponding refactorings. Subsequently, Ponce et al. [12] outlined a vision for a teamwise 
decision-making process, but did not instantiate or evaluate it. The present article operationalizes this vision as a concrete decision 
support method. It extends the previous work by treating implementation effort and cross-team dependencies as first-class decision 
factors, realizes the method in an open-source prototype tool, and evaluates its usefulness through an empirical study.

3.  Background and motivations

Microservice security smells are widespread and diverse, often affecting multiple services with varying levels of urgency. Practi-
tioners must consider both the business relevance of the affected service and the impact on critical quality attributes. In this section, 
we first introduce Softgoal Interdependency Graphs (Section 3.1). Then we recap a triage method designed to systematically as-
sign urgency codes (Section 3.2). Lastly, we motivate our decision support method using a scenario based on a third-party MSA 
(Section 3.3).

3.1.  Softgoal interdependency graphs

Softgoal Interdependency Graphs support the systematic analysis of how design decisions, referred to as operationalizing softgoals, 
influence quality attributes, represented as softgoals. By explicitly modeling both positive and negative contributions of design deci-
sions to quality attributes, SIGs provide application architects with a visual representation of these interdependencies, supporting the 
identification of conflicting concerns and the subsequent analysis of design trade-offs [34].

Fig. 1 presents a Softgoal Interdependency Graph (SIG) illustrating the impact of two design decisions on security: the operational-
izing softgoals keep publicly accessible microservices and add an API gateway. The security softgoal is decomposed into three security 
properties, namely, the softgoals confidentiality, integrity, and authenticity. The impacts of each design decision are represented as 
positive or negative contributions using green and red arrows, respectively. These contributions are further annotated with + or -, 
indicating that a design decision contributes positively or negatively to the achievement of a given quality attribute. Stronger contri-
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Fig. 2. SIG showing impact of publicly accessible microservices. Negative impacts are shown with red arrows labeled “–”. (For interpretation of the 
references to colour in this figure legend, the reader is referred to the web version of this article.)

Fig. 3. TriSS’ color-coded triage matrix:  (high);  (medium to high);  (medium);  (low to medium);  (low);  (none to low);  (none).

butions can be represented using ++ or --, indicating that a design decision provides a significant contribution toward, or substantially 
compromises, the corresponding quality attribute.

3.2.  Triaging security smells (TriSS)

When multiple instances of different security smells appear in an MSA, practitioners must identify the security smell instances 
that require urgent attention. This involves recognizing that, within any MSA, some services are more “ relevant” to the business 
than others, since e.g., they implement core functionalities, and that services may have varying quality-attribute requirements. For 
instance, services handling sensitive data may prioritize confidentiality and integrity over availability, whereas frontend services may 
prioritize availability.

To address this, we have proposed a triage method (TriSS) for security smell instances affecting an MSA [33]. The method 
combines: (1) the business relevance of the service affected by the security smell instance, and (2) the impact of the smell instance on 
the quality attributes required by the affected service. This combination produces an “ urgency code” assigned to each security smell 
instance, allowing practitioners to compare the urgency of resolving different smell instances within the same MSA. The urgency 
code enables the classification of smell instances into “urgency classes,” helping teams prioritize their efforts, e.g., starting with those 
assigned the highest urgency code.

TriSS relies on practitioners to specify the relevance of services (None, Low, Medium, or High), as they possess the contextual 
knowledge needed to make these assessments. For example, a certain service may be assigned High relevance due to its role in 
managing central business data, whilst a monitoring service might have relevance None since it primarily gathers and processes 
monitoring data. In addition, TriSS requires practitioners to classify the importance of quality attributes (QAs) for each service 
using the same None–High scale. For example, if leaking customer information is considered important but less critical than altering 
operational data, then a certain service requirement on QAs might have High relevance to integrity and authenticity but Medium
relevance for confidentiality.

The impact of security smells on quality attributes is drawn directly from our previous work [9], where we systematically elicited 
the impacts of security smells and refactorings beyond security. For instance, Fig. 2 illustrates the impacts of the publicly accessible 
microservices security smell [9] using a softgoal interdependency graph (SIG) [34], as introduced in [8]. In our previous work, we 
have shown that keeping (i.e., not resolving) instances of this security smell negatively impacts confidentiality, modifiability, and 
testability.

The SIGs for all other security smells are publicly available online at https://ms-security.github.io.
TriSS computes the urgency code for a security smell instance using the triage matrix shown in Fig. 3, which cross-references the 

affected service relevance (x-axis) with the highest priority of a negatively impacted QA (y-axis). The resulting urgency codes range 
from 𝐻 (highly urgent) to ∅ (non-urgent), providing a clear, systematic way to prioritize which security smell instances to address 
first.

For example, consider a security smell instance that negatively impacts confidentiality and analyzability. If the importance of these 
quality attributes for the affected service has been estimated as Low and Medium, respectively, the overall impact on QAs for this 
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Fig. 4. Lakeside mutual MSA architecture.

Table 1 
Security smell instances affecting the Lakeside Mutual MSA.
Security smell Affected services
Publicly accessible microservices Customer Core, Customer Management Backend, Customer Management Frontend, 

Customer Self-Service Backend, Customer Self-Service Frontend, Policy Management 
Backend, Policy Management Frontend, Risk Management Server, Spring Boot Admin

Insufficient access control Customer Management Backend, Customer Self-Service Backend, Policy Management 
Backend, Spring Boot Admin

Unauthenticated traffic Customer Management Backend, Customer Management Frontend, Customer Self-Service 
Backend, Customer Self-Service Frontend, Policy Management Backend, Policy 
Management Frontend, Spring Boot Admin

Hardcoded secrets Customer Management Backend, Customer Self-Service Backend, Policy Management 
Backend, Risk Management Server

Non-secured service-to-service 
communications

Customer Self-Service Backend, Customer Self-Service Frontend, Customer Management 
Backend, Customer Management Frontend, Policy Management Backend, Policy 
Management Frontend, Customer Core, Spring Boot Admin

smell instance is computed as Medium (i.e., the highest of the two). Then, if the affected service relevance is Low, TriSS assigns an 
urgency code of 𝑚 to the considered security smell instance, indicating its low-to-medium urgency.

Since a security smell instance is resolved by applying one of its known refactorings [7], the urgency code assigned to the smell in-
stance is inherited by the corresponding refactoring. Accordingly, throughout the remainder of this article, we use the term refactoring 
urgency as shorthand for the urgency of the security smell instance that the refactoring resolves.

3.3.  Motivating scenario

To illustrate and motivate our proposal, we will use Lakeside Mutual, a third-party MSA simulating an insurance company that is 
publicly accessible on GitHub at https://github.com/Microservice-API-Patterns/LakesideMutual. Fig. 4 presents the architecture of 
Lakeside Mutual, highlighting the services and their distribution among four development teams: Yellow, Purple, Red, and Blue. Each 
team is responsible for a subset of services, e.g., the Purple Team manages the Policy Management Frontend and Policy Management 
Backend services.

Lakeside Mutual serves as a demonstrator MSA, frequently used in MSA-related research [11,35–37]. Its source code, available 
online, includes 32 instances of five known security smells [33], all summarized in Table 1. Despite its relatively simple design, 
Lakeside Mutual effectively showcases the complexity of prioritizing the security smell instances affecting an MSA.

Identifying 32 different security smell instances affecting the Lakeside Mutual MSA raises several important questions: How does 
each security smell instance impact the overall quality of the MSA? Is the hardcoded secrets instance affecting the Customer Self-Service 
Backend more or less severe than the one affecting Risk Management Server? How should instances of the hardcoded secrets smell be 
compared to those of other security smells? More generally, which security smell instances are more “ urgent” to address?

Suppose that the Product Owner of the Lakeside Mutual insurance company specifies the relevance of each service and the 
importance of its quality attributes as in Table 2. For instance, Customer Core is assigned medium business relevance and prioritizes 
security properties, since it handles customers’ personal information. Indeed, with the information indicated in Table 2, we can exploit 
the TriSS method (see Section 3.2) to assign each security smell instance an urgency code.

Consider, for instance, the publicly accessible microservice smell instance affecting the Customer Self-Service Backend service. Keeping 
such publicly accessible microservice smell instance negatively impacts the confidentiality, modifiability, and testability of Customer Self-
Service Backend, as displayed by the SIG in Fig. 2. At the same time, Customer Self-Service Backend sets the importance of confidentiality, 
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Table 2 
Service relevance and QAs importance specified by the Lakeside Mutual Product Owner.
 Service  Relevance  Importance of QAs
 Customer Core  Medium  High: confidentiality, integrity. Medium: time behavior. Low: modifiability.
 Customer Management Backend  Medium  High: integrity. Medium: authenticity, time behavior. Low: modifiability.
 Customer Management Frontend  Low  High: integrity. Medium: authenticity, time behavior. Low: modifiability.
 Customer Self-Service Backend  High  High: confidentiality, time behavior. Medium: integrity, authenticity.Low: modifiability, resource utilization.
 Customer Self-Service Frontend  Medium  High: confidentiality, time behavior. Medium: integrity, authenticity.Low: modifiability, resource utilization.
 Policy Management Backend  High  High: analyzability Medium: integrity, authenticity, confidentiality.
 Policy Management Frontend  Medium  High: integrity. Medium: authenticity, confidentiality. Low: analyzability.
 Risk Management Client  Low  High: time behavior, resource utilization. Medium: integrity. Low: reusability.
 Risk Management Server  Low  High: time behavior, resource utilization. Medium: integrity. Low: reusability.
 Spring Boot Admin  None  High: resource utilization. Medium: authenticity, time behavior. Low: reusability.

Table 3 
TriSS resulting urgency codes for each security smell instance affecting the Lakeside Mutual 
MSA.

Urgency Smell instances
⟨Publicly accessible microservices,Customer Self-Service Backend⟩,
⟨Unauthenticated traffic,Customer Self-Service Backend⟩,
⟨Unauthenticated traffic,Policy Management Backend⟩,
⟨Hardcoded secrets,Customer Self-Service Backend⟩,
⟨Hardcoded secrets,Policy Management Backend⟩,
⟨Non-secured service-to-service communications,Customer Self-Service Backend⟩,
⟨Non-secured service-to-service communications,Policy Management Backend⟩,
⟨Insufficient access control,Customer Self-Service Backend⟩
⟨Publicly accessible microservices,Customer Core⟩,
⟨Publicly accessible microservices,Customer Self-Service Frontend⟩,
⟨Publicly accessible microservices,Policy Management Backend⟩,
⟨Unauthenticated traffic,Customer Self-Service Frontend⟩,
⟨Hardcoded secrets,Customer Management Backend⟩,
⟨Non-secured service-to-service communications,Customer Management Backend⟩,
⟨Non-secured service-to-service communications,Customer Self-Service Frontend⟩,
⟨Non-secured service-to-service communications,Policy Management Frontend⟩,
⟨Non-secured service-to-service communications,Customer Core⟩,
⟨Insufficient access control,Policy Management Backend⟩
⟨Publicly accessible microservices,Policy Management Frontend⟩,
⟨Unauthenticated traffic,Policy Management Frontend⟩,
⟨Unauthenticated traffic,Customer Management Backend⟩,
⟨Non-secured service-to-service communications,Customer Management Frontend⟩,
⟨Publicly accessible microservices,Customer Management Backend⟩,
⟨Unauthenticated traffic,Customer Management Frontend⟩,
⟨Hardcoded secrets,Risk Management Server⟩
⟨Publicly accessible microservices,Customer Management Frontend⟩,
⟨Unauthenticated traffic, Spring Boot Admin⟩,
⟨Non-secured service-to-service communications, Spring Boot Admin⟩,
⟨Insufficient access control,Customer Management Backend⟩
⟨Publicly accessible microservices,Risk Management Server⟩,
⟨Publicly accessible microservices, Spring Boot Admin⟩,
⟨Insufficient access control, Spring Boot Admin⟩

modifiability, and testability to High, Low, and None, respectively (Table 2), which means that the impact on QAs of the considered 
security smell instance is High, since the confidentiality and modifiability have High importance and they are both negatively impacted 
by such smell instance. This, combined with the High relevance of Customer Self-Service Backend, results in the publicly accessible 
microservice smell instance affecting the Customer Self-Service Backend service getting assigned with the urgency code 𝐻 , i.e., it is 
highly urgent.

By systematically applying the TriSS method to the 32 security smell instances, as we already illustrated above, we obtain the 
urgency codes displayed in Table 3. The table also partitions the security smell instances into urgency classes, which provide practi-
tioners with information about which security smell instances are more urgent than others.

Security smell instances can be resolved through known refactorings [7]. However, determining which refactoring to apply first 
involves practical considerations beyond urgency. During this decision process, a broader set of constraints should be considered; 
factors such as the effort required to implement the associated refactoring, the need for coordination with other teams responsible 
for dependent or interacting services, and the limitations imposed by available time and resources must be taken into account when 
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Fig. 5. Decision support method overview.

making the decision. These challenges are further amplified in modern Agile development contexts, where short time frames between 
sprints demand quick, well-informed decisions [38]. Practitioners must take rapid yet informed decisions, often needing to identify 
trade-offs among the urgency of addressing a security smell instance, sprint commitments, ongoing feature development, and strict 
delivery deadlines.

Therefore, while urgency remains a key factor, real-world decisions often require navigating within and across the urgency classes 
provided by TriSS. For example, two security smell instances might fall into the same high-urgency class, yet one may demand 
substantial implementation effort and cross-team coordination, while the other can be addressed independently by a single team 
within the constraints of the current sprint. Conversely, a smell instance classified with lower urgency might be selected if it represents 
a low-effort, high-impact opportunity that aligns well with sprint capacity and avoids disruption. In this context, the following section 
introduces a decision support method for addressing the complex and dynamic conditions involved in refactoring microservice security 
smells. The proposed approach provides a holistic perspective by considering the urgency of each smell instance, its refactoring 
implementation effort, and cross-team dependencies, thereby supporting context-aware and sprint-aligned refactoring decisions.

4.  Decision support

As discussed in Section 3.3, determining which refactoring to apply first involves practical considerations beyond urgency. The 
decision must also account for factors such as the effort required to apply the refactoring, the coordination necessary with teams 
responsible for interacting services, and the limitations imposed by available time and resources. Furthermore, modern development 
contexts demand quick and well-informed decisions [38].

To address the challenges described above, we propose a method that supports practitioners in making informed decisions and 
improving the scheduling of refactorings aimed at mitigating the effects of security smell instances. Fig. 5 provides an overview of our 
approach, which enables practitioners to explicitly map each service in the MSA to its responsible team. Our decision support method 
offers a holistic view that integrates business relevance, the importance of key quality attributes, and the required refactorings. As 
illustrated in Fig. 5, our method is organized into three phases:

• In the Specification Phase, the Product Owner defines the services composing the MSA, specifies their interactions, and assigns the 
business relevance and key quality attributes. During this phase, the Product Owner can also register the security smell instances 
currently affecting the services composing the MSA. Combined with the previously entered information, this input enables the 
automatic calculation of urgency codes, for example, through the TriSS method [33]. The Specification Phase establishes the 
foundation for systematically reasoning about smell urgency, refactoring effort, and team responsibilities in subsequent phases.

• The Filtering Phase provides a structured visualization that organizes refactorings by relative urgency and the implementation 
effort estimated by the responsible team. As illustrated in Fig. 5, this Kanban-inspired view positions each refactoring within a 
matrix that captures the trade-off between these two dimensions. If business priorities shift or team effort estimates are updated, 
the placement of refactorings within the matrix automatically adapts, ensuring a flexible and systematic way of reasoning that 
remains robust to contextual changes. This phase enables teams to narrow down the set of potential refactorings by emphasizing 
those that best align with the current resource and time constraints. By explicitly mapping urgency against effort, the Filtering 
Phase helps teams to focus on the most pressing and achievable refactorings, while also documenting those that may be postponed.

• In the Decision Phase, we provide teams with an ATAM-inspired view, building on the concept of ATAM utility trees [13], which 
offers a structured approach to capturing and prioritizing quality attributes. Our adaptation extends this idea to present teams 
with a holistic view, which offers deeper insights into the business relevance of each service, the importance of its key quality 
attributes, and the set of refactorings that meet the constraints defined during the Filtering Phase, along with their associated 
effort. The ultimate goal of this phase is to guide teams toward the “ most convenient” decision, one that balances urgency, effort, 
and business priorities, while maintaining transparency in the trade-offs considered. To better describe each of these two phases 
and views, some examples based on specific scenarios are presented below.

Example. To illustrate our approach, we revisit our motivating scenario described in Section 3.3, focusing on the Purple Team services 
and the refactorings needed by them. Initially, the Product Owner of the Lakeside Mutual MSA provides the necessary data during the 
Specification Phase. During the Filtering Phase, the TriSS-generated urgency codes, as exemplified in Table 3, are used to populate the 
Kanban-inspired view, organizing refactorings by their associated urgency and implementation effort. Table 4 illustrates the concept 

Journal of Logical and Algebraic Methods in Programming 152 (2027) 101178 

7 



F. Ponce, J. Soldani, G. Squarciapino et al.

Table 4 
Conceptual Kanban-inspired view illustrating refactoring urgency versus implementation effort.
Urgency level High effort Medium effort Low effort

High

Medium to 
High

Medium

Low to Medium
Low

None to Low
None

of our Kanban-inspired view. Urgency levels are displayed along the rows, ranging from High to None, while effort levels are shown 
in the columns, divided into High, Medium, and Low effort. This structured representation supports teams in visualizing the relative 
urgency and effort of the refactorings needed, ultimately enabling practitioners to take more informed decisions.

Suppose that for the current Filtering Phase, the Purple Team can allocate resources for refactorings requiring up to Medium 
effort. They are also able to manage interactions with other teams and should focus on refactorings with Medium-to-High or High 
urgency. Under these constraints, even though the most urgent refactorings involve adding OpenID Connect and Mutual TLS to the 
Policy Management Backend service (as shown in the top-right corner of Table 4), the Purple Team might defer these actions to 
future sprints when additional resources and time are available. For the Decision Phase, the ATAM-inspired view illustrated in Fig. 6 
is generated, containing the four refactorings that meet the Purple Team Filtering Phase constraints. The left section displays the 
services managed by the team, namely the Policy Management Frontend and Policy Management Backend services. The central section 
highlights the key quality attributes and their importance, as defined by the Product Owner in Table 2. The right section lists the 
refactorings, their urgency, and estimated effort, linking each to the impacted quality attributes.

This visualization provides the Purple Team with a holistic perspective of refactoring needs, the urgency of the associated security 
smells, and whether collaboration with other teams is required. For instance, refactorings targeting the Policy Management Backend
service impact services owned by the Yellow and Blue Teams. Consequently, interactions with both the Yellow and Blue Teams would 
be required to address certain smells affecting the Policy Management Backend service. In contrast, the Use Mutual TLS refactoring for 
the Policy Management Frontend does not impact other teams, eliminating the need for cross-team collaboration. Given that these four 
refactorings satisfy the constraints imposed for the next sprint, the “ most convenient” decision may lie between Use Mutual TLS for 
the Policy Management Frontend service and Add an API Gateway for the Policy Management Backend service.

Now suppose that during a new Filtering Phase, the Purple Team still has resources for Medium-effort refactorings but does not 
have the budget to set up cross-team projects, thus not being able to manage interactions with other teams. The view illustrated in 
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Fig. 6. ATAM-inspired view generated for Medium or lower effort, interactions allowed, and Medium to high or High urgency.

Fig. 7. ATAM-inspired view generated for Medium or lower effort, disallowed interactions, and any urgency.

Fig. 7 is then generated to satisfy these constraints. Here, the decision taken by the Purple Team should shift toward refactorings 
that avoid cross-team coordination. Options include OpenID Connect for the Policy Management Frontend, which requires low effort, 
or more urgent refactorings such as Encrypt Secrets at Rest for the Policy Management Backend.

These contrasting scenarios illustrate how the proposed method supports practitioners in taking context-aware decisions. While the 
examples are based on a specific set of sprint constraints, different contexts may lead to different decisions. Ultimately, our approach 
is designed to guide practitioners toward the “ most convenient” decision by helping them balance trade-offs among refactoring effort, 
cross-team interactions, sprint commitments, ongoing feature development, and strict delivery deadlines.
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Fig. 8. Architectural view used during the specification phase, captured from the prototype tool, showing a services subset of Lakeside Mutual MSA.

5.  Prototype

To assess the practical applicability of our proposal, we developed a prototype tool that automates the decision support method 
and the three phases described in Section 4. The prototype is open-source and publicly available on GitHub at https://ms-security.
github.io/SmellAnalyzer. The tool provides a graphical environment where practitioners can navigate an architectural view, the 
Kanban-inspired view, and the ATAM-inspired view generated for each team.

Fig. 8 illustrates the architectural view that is used by the Product Owner during the Specification Phase. This interface enables 
Product Owners to define the individual services composing the MSA, either by entering them manually, importing data from a 
JSON file, or exporting the defined architecture for reuse. When creating a service, the Product Owner can specify details such 
as service name, the team responsible for its development and maintenance, and its relevance for the business. The interface also 
supports defining service interactions to capture dependencies across the MSA, as well as documenting current security smell instances 
affecting each service. This architectural view also allows the definition of the importance of several quality attributes for each 
service, providing a clearer view of its role and critical concerns within the MSA. The capture shown in Fig. 8 was generated using 
the information in Fig. 4, Tables 1 and 2, which allows us to configure the motivating scenario within the prototype tool.

Fig. 9 illustrates the Kanban-inspired view used by teams during the Filtering Phase. In this interface, teams can specify the 
estimated effort required to implement each refactoring associated with the identified security smell instances affecting the MSA. 
Once the effort values are provided, the tool automatically populates the Kanban-inspired view, positioning refactorings based on 
both their inherited urgency and estimated implementation effort. Urgency is systematically calculated using the TriSS method, which 
relies on data entered by the Product Owner during the Specification Phase, including service relevance, quality-attribute importance, 
and security smell instances. Teams can also apply filters, for example, to display only refactorings of Medium effort. These filters 
directly influence the view, enabling teams to focus on refactorings that are most relevant to their available time and resources. The 
capture in Fig. 9 was automatically generated from the input data defined for our motivating scenario described in Section 3.3, with 
urgency levels for the Purple Team computed using the TriSS method, as detailed in Table 3.

Fig. 10 presents the ATAM-inspired view that is used by teams during the Decision Phase. This interface, as introduced for Figs. 6 
and 7, is automatically constructed from the data provided in the architectural and Kanban-inspired views. This holistic visualization 
highlights the refactorings that align with the constraints and preferences defined by teams, including effort thresholds, urgency 
levels, service relevance, and inter-service dependencies. By integrating these factors, the ATAM-inspired view provides teams with 
actionable decision guidance tailored to their specific sprint conditions.

5.1.  Implementation

The prototype is implemented as a web application, making the tool accessible from any device without installation and reducing 
infrastructural cost and complexity. This is particularly relevant in our setting, where teams need to collaborate on and share updated 
representations of the logical architecture of the same MSA. The tool is built using React, with Vite as the development toolchain 
and Firebase as a Backend-as-a-Service platform for authentication and database functionality. This architecture avoids the need to 
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Fig. 9. Snapshot of the prototype tool interface, showing the Kanban-inspired view for the Purple Team services.

Fig. 10. Snapshot of the prototype tool interface, showing an ATAM-inspired view for the Purple Team.

configure and maintain dedicated servers while providing persistence and authentication mechanisms. The prototype is structured as 
a Single Page Application using React Router, which manages navigation between the login page, account management page, and the 
three main views described previously. The interface is organized into reusable components, including those responsible for rendering 
microservices and their interactions, editing microservice information, and providing the chatbot described in Section 5.1.2.
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5.1.1.  Configuration files and data entities
The catalogs used by the method are externalized into JSON configuration files, allowing the tool to be adapted without modifying 

its source code. The information contained in those files is used to derive the cross-team dependencies represented in the Kanban-
inspired and ATAM-inspired views. Externalizing these catalogs makes the tool more extensible, adaptable, and maintainable, since 
new smells, refactorings, and quality attributes can be added without modifying the code. It also allows the configurations to be 
inspected and edited independently and potentially reused by other tools.

5.1.2.  Chatbot
The prototype integrates an experimental chatbot, accessible through the chat icon in the bottom-right corner of each interface, 

which provides a conversational entry point to the tool’s functionalities. Practitioners can therefore access these functionalities without 
necessarily navigating through the main views, potentially reducing the learning curve associated with the interface.

We implemented the chatbot as a finite state machine rather than using machine learning models. Although machine learning 
could support more natural and free-form conversations, it would require substantial training data, more sophisticated management 
of conversational context, and could introduce less predictable behaviour. These characteristics were considered unsuitable for a 
prototype operating within a restricted usage domain. In our implementation, each interaction is associated with a well-defined 
conversational state, and transitions occur in response to supported inputs identified through predefined keywords. This design 
makes conversational paths explicit, which improves the predictability and verifiability of the chatbot, allows individual states to be 
tested in isolation, avoids the computational overhead associated with complex language processing, and enables new conversational 
flows to be added by defining additional states and transitions without modifying existing ones.

Because relying exclusively on exact keywords would impose a rigid input syntax, we complement the finite state machine with a 
natural language processing library that normalizes and classifies user input through semantic parsing and keyword extraction. This 
allows natural-language messages to be mapped to valid state transitions without requiring full linguistic understanding. Incoming 
messages are first normalized by converting them to lowercase and passing them to the NLP library. The conversational state is 
represented by a function. A null state indicates that the chatbot is awaiting a new request, whereas a non-null state delegates the 
input to the handler associated with the current conversational flow, thereby supporting multi-turn interactions. When the active 
handler does not consume the input, the message is matched against the keyword patterns associated with the supported intents. 
For example, a message containing do, suggest, or help is mapped to the suggest intent. When a team name is also recognized, 
the intent is parameterized with that team; otherwise, it remains generic. The parsing stage consequently produces an intent object 
containing the information required to execute the corresponding command. Ambiguous, incomplete, or out-of-context inputs are 
handled through an explicit fallback that returns a neutral message asking the practitioner to reformulate the request. This mechanism 
keeps conversational control within the finite state machine and prevents interaction deadlocks.

6.  Evaluation

To evaluate the perceived usefulness of the proposed decision support method, we conducted a preliminary empirical study 
following a one-group pretest-posttest design. A replication package containing the information about the study can be found here 
https://zenodo.org/records/17295441. The pretest-posttest study consisted of asking subjects to complete two tasks in which they 
needed to decide what refactoring to implement under certain constraints. The ultimate goal was to extract answers to the following 
research questions:

• 𝑅𝑄1: Does the proposed method facilitate the decision process when selecting which refactoring to implement?
• 𝑅𝑄2: Does the proposed method increase subjects’ confidence in their selected refactorings?

6.1.  Pretest-posttest study design

Building on the motivating scenario described in Section 3.3, subjects were asked to complete two tasks, each requiring them to 
assume the role of a Purple Team leader and to decide which refactoring to implement in the upcoming project sprint. Each task was 
carried out twice: (a) without the decision support method, and (b) with the method. The study unfolded in four structured steps:

1. Introduction: Subjects attended a seminar on microservice security smells, their impact on security properties, and other quality 
attributes. They were also introduced to the Lakeside Mutual MSA and the information described in Section 3.3.

2. Initial decision: The subjects executed tasks 1.1 and 1.2 described in Table 5 without the decision support method. In doing so, 
they were asked to consider the urgency of each security smell instance, the relevance of the affected service, and the importance 
of quality attributes. After completing the tasks, subjects filled out a questionnaire that measured both their confidence in the 
chosen refactoring and their perceived ease of the decision process, using a 1–5 Likert scale (1 = Very difficult, 2 = Difficult, 3 
= Neither easy nor difficult, 4 = Easy, 5 = Very easy).

3. Method introduction: Subjects were introduced to the proposed decision support method described in Section 4.
4. Second decision: The subjects executed tasks 2.1 and 2.2 described in Table 5 with our decision support method. After completing 
the tasks, subjects completed a second questionnaire to assess their confidence and perceived ease in the decision processes. At 
the end of this stage, subjects were also asked whether and how their confidence in the previous decision had changed.

The questionnaires allowed us to get answers for the research questions 𝑅𝑄1 and 𝑅𝑄2, previously introduced:
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Table 5 
Tasks defined for the pretest-posttest study.
Task Description

1.1 Scenario 1: For the upcoming sprint, you can allocate a medium level of effort and cannot commit to interactions with other 
teams in the organization. Based on these constraints, which refactoring would you implement during such a sprint? Setup: 
Without method, effort medium or lower, interactions not allowed, any urgency.

1.2 Scenario 2: For the upcoming sprint, you can again allocate a medium level of effort, but this time, focus only on those 
refactorings with a Medium to High urgency or greater. Additionally, now your team is open to cooperating with other teams 
in the organization. Based on these constraints, which refactoring would you implement during such a sprint? Setup: Without 
method, effort medium or lower, interactions allowed, urgency medium to high or high.

2.1 You are now back in Scenario 1, but this time you will have a method to support you during the decision process. For the 
upcoming sprint, you can allocate a medium level of effort and cannot commit to interactions with other teams in the 
organization. Based on these constraints, which refactoring would you implement during such a sprint? Setup: With method, 
effort medium or lower, interactions not allowed, any urgency.

2.2 You are now back in Scenario 2, but this time you will have a method to support you during the decision process. For the 
upcoming sprint, you can again allocate a medium level of effort, but this time, focus only on those refactorings with a 
Medium to High urgency or greater. Additionally, now your team is open to cooperating with other teams in the organization. 
Based on these constraints, which refactoring would you implement during such a sprint? Setup: With method, effort medium 
or lower, interactions allowed, urgency medium to high or high.

Fig. 11. Subjects’ years of experience in software design and development.

• 𝑅𝑄1 is addressed by comparing the perceived ease of the decision processes with vs. without the decision support method.
• 𝑅𝑄2 is addressed by assessing subjects’ confidence concerning the chosen refactoring with vs. without the method.

6.2.  Pretest-posttest study execution

The study was conducted across two sessions, held in November and December 2024. A total of 41 subjects with varying levels 
of experience in software design and development took part (Fig. 11). In particular, the majority of subjects, 28 out of 41 (68.3%), 
reported having between 0 and 1 year of experience, indicating a predominantly novice group. In contrast, 8 subjects (19.5%) reported 
more than 3 years of experience, whereas the remaining 5 subjects (12.2%) had 1–3 years of experience.

The subjects were asked to complete the four activities outlined in Table 5, deciding which refactoring to implement under specific 
constraints, considering the urgency of each security smell instance, the affected service relevance, and the quality attributes data 
(Table 2). During Tasks 1.1 and 1.2, subjects were provided with all the information outlined in our motivating scenario. This included 
the architecture of the Lakeside Mutual MSA (as shown in Fig. 4), details about the business relevance of each service and the assigned 
importance of its quality attributes (refer to Table 2), as well as a list of identified security smell instances with their urgency codes 
calculated using the TriSS method (see Table 3). Additionally, subjects were provided with the list of corresponding refactorings, the 
estimated effort required to implement each one, and the SIGs available online in https://ms-security.github.io.

During Tasks 2.1 and 2.2, the subjects were given the same set of information as in the earlier tasks, including the MSA architecture, 
service relevance, quality attribute importance, the smell instances with associated urgency codes, and the possible refactorings with 
estimated effort. In addition, the subjects were given the option to visualize the Kanban-inspired and ATAM-inspired views of our 
decision support method, instantiated with data related to the Purple Team in our motivating scenario.

6.3.  Decisions with and without the method

Fig. 12a and b illustrate the distribution of subjects’ responses to Tasks 1.1 and 1.2, that is, both tasks that were completed 
without using the proposed decision support method. Each bar represents a specific refactoring decision, and bars are segmented by 
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Fig. 12. Subjects’ answers for tasks (a) 1.1, (b) 1.2, (c) 2.1, and (d) 2.2, showing software design and development experience.

experience levels: 0 to 1 year (light blue), 1 to 3 years (blue), and 3+ years (dark blue). As shown in Fig. 12a, responses to Task 
1.1 spanned a wide range of options, suggesting that subjects explored multiple refactorings without reaching a clear consensus. 
This dispersion may reflect uncertainty or a lack of structured guidance when evaluating alternatives. Nevertheless, a few decisions 
emerged more frequently across all experience levels: Use Mutual TLS for Policy Management Frontend, Encrypt secrets at rest for Policy 
Management Backend, and Add an API Gateway for Policy Management Backend. During Task 1.2, shown in Fig. 12b, the responses 
are again distributed across several options, but were generally more concentrated, with Add an API Gateway to Policy Management 
Backend receiving the highest number of total responses and substantial contributions across all experience levels. Other notable 
decisions included Use Mutual TLS to Policy Management Backend and Encrypt secrets at rest to Policy Management Backend. The broad 
distribution of answers in both tasks suggests that, in the absence of decision support, subjects often struggled to decide among 
competing refactorings. This lack of convergence underscores the challenge of decision-making, particularly when practitioners are 
unfamiliar with trade-offs among effort, urgency, and quality attributes.

Fig. 12c and d, illustrate the distribution of subjects’ answers to Task 2.1 and Task 2.2, where subjects used our proposed decision 
support method. Again, each bar represents a selected refactoring option, segmented by subjects’ experience in software design and 
development. As shown in Fig. 12c, decisions in Task 2.1 demonstrate a marked convergence compared to Task 1.1. Among less 
experienced subjects, 21 of the 28 (75%) decided to implement the Encrypt secrets at rest for Policy Management Backend refactoring. 
Similarly, among the more experienced subjects, 6 of 8 (also 75%) decided to implement the Use Mutual TLS for Policy Management 
Frontend refactoring, reflecting a strong consensus even within this smaller group. Notably, these two groups converged internally but 
diverged in focus. Novices tended to select a refactoring with Medium-to-High urgency and Medium effort, targeting quality attributes 
of Medium importance within a service defined as highly relevant to the business. By contrast, the experienced group focused on a 
refactoring of equivalent urgency and effort but affecting a quality attribute classified as highly important within a service of Medium 
business relevance. This contrast suggests that less-experienced practitioners placed greater weight on business relevance, whereas 
more experienced practitioners emphasized the importance of quality attributes when making decisions.

For Task 2.2, as shown in Fig. 12d, the convergence on a decision was even more pronounced. Regardless of experience level, 34 of 
the 41 subjects (83%) decided to implement the Add an API Gateway to Policy Management Backend refactoring. In this task, both less 
experienced and more experienced groups converged on the same decision, that is, a refactoring with High urgency and Medium effort, 
affecting quality attributes of Medium and High importance, within a service defined as highly relevant to the business. However, 
across both Tasks 2.1 and 2.2, the number of distinct choices selected was substantially lower than in Tasks 1.1 and 1.2. After being 
introduced to the method, subjects’ decisions showed greater convergence, and subjects reported greater ease and confidence, as we 
discuss hereafter.

Journal of Logical and Algebraic Methods in Programming 152 (2027) 101178 

14 



F. Ponce, J. Soldani, G. Squarciapino et al.

Fig. 13. Subjects’ answers on (a) ease of the decision process and (b) confidence in the chosen refactoring, both with vs. without the decision support 
method.

6.4.  Answers to research questions

Fig. 13 summarizes the findings regarding the perceived ease of the decision process and confidence in the selected refactoring. 
The histogram in Fig. 13a addresses 𝑅𝑄1: Does the proposed method facilitate the decision process when selecting which refactoring to 
implement? Before being introduced to our decision support method, most subjects described the tasks as moderately difficult or 
difficult. After being introduced to the method, the same tasks were predominantly described as easy or very easy.

Fig. 13b addresses 𝑅𝑄2: Does the proposed method increase subjects’ confidence in their selected refactorings? Subjects generally 
reported greater confidence in the refactorings selected after being introduced to our decision support method. Most subjects reported 
high or very high confidence in the selected refactoring with the method, whereas confidence in the selected refactoring without the 
method was generally lower.

Taken together, these observations suggest that, after being introduced to our decision support method, subjects perceived the 
process of balancing the urgency of security smell instances, the affected quality attributes, and refactoring effort as easier. Subjects 
also reported greater confidence in the refactorings they selected, indicating that the decision support method was associated with 
greater assurance in their choices when considering the urgency of the security smell, the affected quality attributes, and the associated 
implementation effort.

7.  Threats to validity

Based on the taxonomy developed by Wohlin et al. [39], four potential threats to validity may apply to our study, namely threats 
to external, construct, internal, and conclusion validity. We considered these threats during the design, execution, and analysis of 
our evaluation, and we adopted mitigation strategies to reduce their impact wherever this was possible. Our study, however, follows 
a one-group pretest-posttest design, in which the same subjects performed the same two scenarios first without and then with our 
decision support method. Some of the threats discussed below are inherent to this design and could not be mitigated by the measures 
we adopted. We therefore report them openly and qualify our claims accordingly, presenting our findings as preliminary evidence of 
the perceived usefulness of our method rather than as a demonstration of its effect on decision outcomes.
External Validity. External validity concerns the extent to which study results can be generalized to broader contexts [39]. Our 
evaluation relies on a single object of study, the Lakeside Mutual MSA, and a single focal team. We mitigate this threat by using a 
third-party application that we did not develop, is publicly available, and has been widely used in MSA-related research [11,35–37]. 
Moreover, its source code contains 32 instances of five distinct security smells, providing a decision problem of non-trivial size. A 
second threat concerns the subject population. We mitigate this threat by recruiting subjects with different levels of experience and 
reporting the results by experience band. This disaggregation allows us to examine whether experience influences the decisions made, 
as illustrated by the different refactorings selected by the more and less experienced subgroups in Task 2.1. Nevertheless, the limited 
and non-industrial nature of the subject population constrains the generalizability of our findings. Finally, the realism of the tasks 
represents a further threat. Although the scenarios are based on a realistic MSA and involve non-trivial architectural decisions, they 
cannot fully reproduce the complexity and contextual factors of industrial settings. We therefore acknowledge that generalization to 
real-world practice remains limited. As future work, we plan to evaluate our method with experienced practitioners using real project 
data and to investigate its applicability to larger MSAs, thereby providing broader evidence of its external validity.
Construct and Internal Validity. Wohlin et al. [39] characterize internal validity as concerning the methods employed to conduct 
a study and analyze its data, including potential sources of bias. They define construct validity in terms of the extent to which the 
constructs under study are adequately operationalized and measured. The primary threat to the internal validity of our study arises 
from its pretest-posttest design. All subjects first performed the tasks without our method and subsequently repeated them with the 
method, having been introduced to it between the two rounds. Consequently, by the second round, subjects were already familiar 
with the architecture of Lakeside Mutual, the service relevance and quality attribute importance data, the urgency codes, and the 
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catalog of candidate refactorings and their estimated effort. The tasks may therefore have been perceived as easier, and subjects 
may have approached them with greater confidence, as a result of repetition and increased familiarity with the problem rather than 
the use of our method. We partially mitigate this threat by providing subjects with the same information in both rounds, ensuring 
that the primary difference between the two conditions is the availability of our Kanban-inspired and ATAM-inspired views. We also 
conducted both sessions using the same script, slides, task descriptions, and instructor, thereby minimizing potential differences in 
how the tasks and study materials were presented.

We further observe that the change in reported ease and confidence between Tasks 1.1 and 1.2, both performed without our 
method, provides an indication of the extent to which repetition alone may account for the observed changes in our setting. These 
measures reduce, but do not eliminate, the threat. Since the treatment order was not counterbalanced and no control group repeated 
the tasks without being exposed to the method, the effects of our method cannot be statistically separated from those of learning and 
maturation. We therefore do not attribute the observed changes directly to the method. Throughout Section 6, we instead report that 
subjects described the tasks as easier and expressed greater confidence after being introduced to our method.

Regarding construct validity, our study examines the perceived ease of the decision process and subjects’ confidence in their 
decisions. Ease and confidence were measured through self-report and do not fully capture the underlying constructs. Perceived 
ease does not necessarily reflect the effort expended, while confidence may accompany either a good or a poor decision. A further 
threat concerns potential response bias. Because the method was introduced by its authors and the purpose of the comparison was 
apparent from the task structure, subjects may have inferred the expected outcome or over-reported ease. We mitigate these threats 
by collecting responses anonymously, informing subjects that their answers would not be assessed, and framing the questionnaire 
around the perceived difficulty of the tasks rather than the perceived value of the method.
Conclusion Validity. Conclusion validity concerns the extent to which the conclusions drawn from a study are reasonably supported 
by the available data [39]. Our analysis of the collected responses is descriptive. We did not formulate statistical hypotheses before 
data collection, nor did we perform statistical hypothesis testing on the questionnaire responses. Consequently, we do not quantify 
the uncertainty surrounding the differences observed between the two conditions, and we cannot rule out the possibility that some of 
these differences occurred by chance. We mitigate this threat by reporting the complete response distributions for both the perceived 
ease of the decision process and confidence in the selected refactoring, rather than relying solely on summary measures. This allows 
readers to inspect the data underlying our observations. In addition, we release the questionnaires and raw per-subject responses as 
part of the replication package, supporting independent inspection and replication. Finally, throughout the evaluation, we frame our 
findings as tendencies observed within our sample rather than as statistically established effects.

8.  Conclusions

This article addresses the challenge of deciding which security smell-related refactorings to apply first, a decision complicated 
by inter-service dependencies, varying quality attribute requirements, varying refactoring effort, and cross-team coordination. To 
support practitioners operating under these complex and dynamic conditions, we introduced a decision support method that accounts 
for urgency, implementation feasibility, and team dependencies. Our approach integrates three complementary visualizations: (i) an 
architectural view that allows practitioners to introduce the MSA information needed, (ii) a Kanban-inspired view that organizes 
refactorings based on urgency and implementation effort, and (iii) an ATAM-inspired view that highlights business relevance, key 
quality attributes, and required refactorings for each service.

We also presented a prototype tool that implements our method and assessed its perceived usefulness through a pretest-posttest 
study. After being introduced to the decision support method, participants perceived the process of balancing urgency, impacted 
quality attributes, and implementation effort as easier and reported greater confidence in their selected refactorings. This suggests 
that practitioners could leverage our proposed method, which provides structured, sprint-aligned guidance for making refactoring 
decisions in the presence of multiple interdependent refactorings, thereby helping them balance urgency, quality impacts, and coor-
dination needs.

Future work will integrate the prototype tool with automated security smell detection mechanisms, such as KubeHound [15]. We 
will also extend the method to cover additional types of smells and refactorings relevant to MSAs, including architectural smells as 
proposed by Neri et al. [40]. Finally, we aim to validate the decision support method in an industrial context through experimentation, 
ensuring its applicability and effectiveness in real-world development settings.
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